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RSC - Remote Serial Communications

1 Introduction
The Remote Serial Communications (RSC) system is a communication package
that allows RS232 serial communications to be transported over modern
communications networks. The system uses the power of the IP network to
provide access to remote serial devices as well as a reliable end-to-end serial
communication path between two serial ports.

Many software applications have been written to communicate with serial devices
that are directly connected to the computer's COM ports. These devices are
sometimes moved to remote locations where, due to distance limitations can no
longer be directly connected to their servers.

In order to enable these applications to communicate with serial devices across
an IP network infrastructure, a solution, which is seamless to both the application
and device, is required.

The RSC communications system uses industry standard IP protocols to address
these requirements in two major ways. The system allows telnet access to the
remote serial ports for remote access and monitoring. The client / server
configuration brokers an IP communication path between two serial ports and
provides a reliable end to end communication path between the applications
software and the target serial device.

2 Example Applications
While RSC is very flexible and not tied to any specific application or industry it
has had extensive use in the wireless industry. Below are some examples.

2.1 TNPP over IP / Internet

The RSC System is a great solution for network connections to remote paging
systems. TNPP over the Internet provides a cost effective and reliable alternative
to expensive dedicated facilities. Another unique feature is the ability to have
multiple concurrent connections. This allows the technicians to monitor the data
without affecting the TNPP traffic. This can be a handy tool while troubleshooting
data communications problems.

2.2 Operator Ports

The RSC System is a great tool for providing local and remote access to paging
systems. The operator can use a cheap PC or an existing computer to replace
the Glenayre's old and expensive "dumb terminal” for CNOO access. Using RSC,
all CNOO activity can be recorded to a log file that can provide invaluable
information during error conditions and system crashes.
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The multiple concurrent connections capability allows multiple employees to
participate in the system menus and connections. This creates a virtual training
classroom from any location(s). This feature can also be extremely useful as fast
and convenient system access is required to minimize customer outages.

Gone are the days of having to fight modem errors and long distance access
issues associated with dedicated telephone / modem lines. With RSC any
authorized user can quickly access system with an efficient reliable connection.
Solving customer service or system related issues are as close as a pc (telnet
client, command prompt, many cell phone pda's etc.).

Another side benefit of RSC is that the system will generally require less operator
ports. Users find that they no longer need a dedicated dumb terminal on their
workstation. Operators prefer accessing the Glenayre from a scalable window on
their existing pc. With RSC, users can handle service calls from any pc in the
world. With a common pool of access ports more operators can share a given
group of Glenayre ports. Each RSC port is configurable with a timeout so ports
with no activity are release back to the pool for access to a larger number of
users. The multiple concurrent connections capability allow senior staff to train
and monitor transactions in real time.

2.3 Printer Logs and Reports

The RSC System was designed to reduce cost and increase system reliability.
Connecting printer ports to RSC ensures that this valuable information is
accessible. Often printers run out of paper or get locked up in error conditions.
RSC provides an invaluable service by allowing users to monitor and log all error
transactions. An intermittent problem can easily be pinpointed by searching
through electronic copies of the printer log. This is a sharp contrast to digging
through boxes of old printouts.

2.4 TAP over IP / Internet:

TAP over IP and connections over the Internet are excellent alternatives to
expensive dialup and dedicated TAP facilities. RSC connections are much more
reliable and efficient and provide many cost saving alternatives. RSC can also be
used with simple applications to replace a dedicated paging system at strategic
customer sites (such as a hospital or large customer).
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3 RSC Server

The Remote Serial Communication (RSC) Server accepts IP based
communications sessions from a remote client and forwards communications to
the server's local serial port.

Using the RSC client, the system establishes an IP communication path between
two serial ports and provides a reliable end-to-end communication path between
the applications software and the target serial device.

A remote user can also establish a telnet session to server and transparently
gain access to the serial device connected to the RSC server. This allows remote
access and monitoring capabilities to the remote device.

The admin can remotely configure the RSC server's settings via a graphical user
interface.

4 RSC Client

The Remote Serial Communication (RSC) Client is a COM port re-director. The
client accepts serial communication on a local serial port and forwards the data
to the target serial device connected to the RSC Server across the IP/Ethernet
network.

All COM port data sent by the application is re-directed by RSC Client across the
IP/Ethernet network to RSC Servers that have the target serial devices
connected to them.

Data and serial port signaling is transparently communicated between the
application and serial device. Application software changes are not required,
eliminating costly upgrades and modifications.
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5 RSC Configuration

The program RSCServerConfig manages the user interface and system
configuration settings. Normally this program is optioned to start when the user
logs into windows and is minimized to the system tray.

Start the program from the windows start bar or click on the blue icon M inthe
system tray to bring up the RSC Server Settings screen.

5.1 Server Settings

The Server Settings screen is the main activity and configuration screen for the
RSC System. The screen is divided into three major parts:

e Port Settings: Defines the configuration settings for each serial port.
e Port Counters: Displays activity counters for each serial port.

e Connections: Displays IP connection status for each serial port.

i8]

File Help
Poit Number |I:nm1 'I — Part Counters
Last Cleared [10/6,/2005 3:11:42 AM
Iﬁ Framing Errar [
True B
Enbc Iﬁ Port Over Run [n
Server x
ERiE T Iﬁ R Butter Over Run [p
True B
heeratinas T Buffer Over Bun |p
DTR Enabled |Te -] _
Farity Error |g
ATS Enabled [T =
Rx Bytes | 21508
Input Buffer Size |2EI4E ]"
T Bytes 1189
Output Buffer Size |-“:'24 j‘ % ;
Password Failures |
Baud Rate |E"3|:IEI ]" ;
Iﬁ Successful Connections |3
i ng8.1 bt
Hats A g Idie Connection Timeouts |7
Handshaking |'l’<'3r"""9<"':'ff ]"

Connect Password 1580788 Refresh | Clear |
Log File PathiName = 'Logs\CNDL. Tt

— Port Settings

e GLA0O0O CHNOD - — Connections
Fort D K : : -
AR R Mazter Port Dauble Click Connection Below Ta Disconnect.
;I Index Connection Time C IP Address

—SemwverSetihngs———— | ||--——-m—mmmmm .

; |—_‘5 =: 1 10/6/2005 3:17:1% &AM 7 127.0.0.1
Mar Connections z l0/6/Z00E 3:12:32 AM 7 15Z.168.0.3
Max Idie Time |E|EIMinutes vl 3 10/6/2005 3:16:03 AM 7 192.168.0.21
Max Pazzword Attempts |4 j‘

Bad Passwaord Lockout Time |E":I Minutes ]"
Update |

Figure 1: Server Settings screen
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5.1.1 Port Settings

5.1.1.1 Port Number: COM1 - COM16

The port number is a drop down box that selects the specific serial port number
to display and configure. This number corresponds to the computers COM port.
The RSC software license determines the maximum number of serial ports
controlled by the system.

Note: RSC inventories and indexes the port numbers from the first COM port
reported by windows. This is performed at boot time and when the RSC Server is
restarted.

Please note that adding new COM ports or changing windows COM port
configurations may change the associations with the RSC configuration.

5.1.1.2 Port Type: Server, Client

The Port Type parameter is used to define the Client or Server operating mode of
the RSC serial port. As a Server, RSC functions as a receiver and listens for
requests on an IP socket. As a Client, RSC functions as a sender and opens a
telnet connection to the defined IP address. Once connected, RSC will
communicate via telnet to the serial port.

The Server function is used for most applications including an operator port, a
local printer port logger and the receiving or consolidating point of a TAP or
TNPP connection.

The Client function is used to initiate IP connections to RSC from legacy serial
devices. Examples include TNPP over the Internet, dedicated TAP over the
Internet, remote printer connections and remote dumb terminals.

5.1.1.3 Enabled: True, False

The Enabled parameter is the On / Off switch for RSC. When set to True, RSC is
enabled and takes control of the serial port to perform the client or server
function.

Note: When Enabled, RSC takes exclusive control of the serial port. If the COM
has problems or is use by another windows application, the Enabled field will
display “False” to indicate the conflict.

5.1.1.4  Accept Input: True, False

The Accept Input parameter is used in special applications. This setting inhibits a
telnet connection from sending data to the serial port. This creates remote
access to the serial port in a read only or listen only mode.
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With this setting set to True, data received from the serial port is transmitted to
the telnet device in the normal fashion. Data received from the telnet device is
discarded.

5.1.1.5 DTR Enabled: True, False

The DTR Enabled parameter is used to control the output of the RS232
handshake line Data Terminal Ready. When set to True the DTR signal outputs a
steady state “True” signal. When set to False the DTR signal outputs a steady
state “False” signal.

5.1.1.6 RTS Enabled: True, False

The RTS Enabled parameter is used to control the output of the RS232
handshake line Request To Send. When set to True the RTS signal outputs a
steady state “True” signal. When set to False the RTS signal outputs a steady
state “False” signal.

Note: When the “Handshaking” parameter is set to “RTS/CTS” or “Both” the RTS
signal is maintained by RSC regardless of the RTS Enabled Settings.

5.1.1.7 Input Buffer Size: 512, 1024, 2048, 4096

The Input Buffer Size parameter is used to buffer (or store) serial data received
from the serial port before forwarding to the associated telnet connection.

5.1.1.8  Output Buffer Size: 512, 1024, 2048, 4096

The Output Buffer Size parameter is used to buffer (or store) serial data received
from telnet connections before forwarding to the associated serial port.

5.1.19 Baud Rate: 300, 1200, 2400, 4800, 9600, 19200

The Baud Rate parameter is used to define the data rate of the COM port. This
setting must match the settings of the connected serial device.

5.1.1.10 Data Setting: n,8,1 e,7,1

The Baud Rate parameter is used to define the parity, data bits and stops bits of
the COM port. This setting must match the settings of the connected serial
device.

5.1.1.11 Handshaking: None, Xon/Xoff, RTS/CTS, Both

The Handshaking parameter is used to enable or disable hardware and software
flow control on the serial port. Options include; “None” no flow control, “Xon/Xoff”
software flow control and “RTS/ CTS” hardware flow control. When set to “Both”,
Xon/Xoff and RTS/CTS flow control is enabled.
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5.1.1.12 Connect Password: Secret, User_Programmable

The Connect Password parameter allows the administrator to set a password
that will be required to establish a connection to this serial port. The default value
is “Secret”. Erasing the data in this parameter will allow connections without a
password.

Note: If a password is set and the wrong password is entered, the connection will
be rejected and future connection refused depending on the parameters “Max
Password Attempts” and “Bad Password Lockout Time”.

5.1.1.13 Log File\Path Name: User_Programmable

The Log File\Path Name parameter allows the administrator to enable serial data
to be logged to a text file. To enable logging simply type in a fully qualified
windows path and file name. Example: C:\logs\CNO1.TXT. Erasing the data in
this parameter disables this logging option.

Note: The administrator must manually create the windows directory associated
with the log file. RSC will automatically create and append to the specified file
name. The administrator is responsible for maintaining log files. RSC will
continue to write to a file until the hard disk is filled up. The maximum log file
size is approximately 2 Gigabytes

5.1.1.14 Port Description: User_Programmable

The Port Description parameter is a user-defined field that is not used by the
program. The user is encouraged to use this field to describe the connected
device or application associated with this serial port.

5.1.2 Server Settings

The following settings are available when the “Port Type” parameter is set to the
“Server” application.

5.1.2.1 Max Connections: 0 - 10

The Max Connections parameter sets the number of simultaneous connection
allowed on this serial port. The default value for a server is 3, which allows up to
three simultaneous users to connect and share this serial port.
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5.1.2.2 Max ldle Time: 10 minutes — 32 hours, No Time Out

The Max Idle Time parameter is used to disconnect connections that have been
inactive for long time periods. This feature minimizes bandwidth requirements
and frees up inactive ports.

5.1.2.3 Max Password Attempts: 1 — 10, No Limit

The Max Password Attempts parameter sets the number of bad password
attempts allowed before the connection is disconnected. The default value is 3.

When the optional “Connect Password” parameter is set this parameter is utilized
for security purposes. After establishing a connection, the user is presented with
the prompt “Password:”. The user is allowed up to 45 seconds to enter a valid
password. If no password is entered the session is disconnected.

If the correct password is entered, RSC displays “Connected....” and allows the
user to access the serial port.

If the wrong password is entered, RSC displays: “Invalid Password....” If more
attempts are available, RSC displays “password:” to allow the user to try again. If
the

“Max Password Attempts” has been reached the session is disconnected.

5.1.2.4 Bad Password Lockout Time: No Lockout, 10 — 120 minutes

The Bad Password Lockout Time setting comes into play when a user has
entered the wrong password beyond the “Max Password Attempts” parameter.

If the Bad Password Lockout Time setting is programmed for “No Lockout”
further connections are allowed. If the value is set to a lockout time of 10 to 120
minutes, RSC will refuse connection attempts during the defined time period.

Note: During the Bad Password Lockout Time period, all connection attempts for
this serial port are ignored and will result in an error from the telnet client.
Examples include: “Connect failed”, “TELNET Winsock Error — Connect failed
Error No.(0)*, “Unable to connect to host_name port_number”.

After the Bad Password Lockout Time period has expired, RSC will resume
normal operations and allow further connections.
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5.1.3 Client Settings

The following settings are available when the “Port Type” parameter is set to the
“Client” application.

5.1.3.1 Always Connect: True, False

The Always Connect parameter is used in special applications where the client
must maintain a connection to the server. Examples include a remote printer that
would rarely send transmissions.

5.1.3.2 Remote IP Address: aaa.bbb.ccc.ddd

The Remote IP Address parameter defines the IP address or resolvable Host
Name of the device to establish connectivity.

5.1.3.3 Remote IP Port: xxxxx

The Remote IP Port parameter defines the IP port of the device to establish
connectivity.

5.1.4 Update

The Update button saves the programmed parameters for the specified serial
port. When the user presses this button, settings are saved and the values are
passed to the RSC Server for immediate execution.

5.1.5 Port Counters

The Port Counters are used to display activity counters for each serial port. This
is useful for gathering statistics and troubleshooting issues on serial ports and
telnet connections.

The following provides more information on each of the associated fields:

5.1.5.1 Last Cleared: 0 - 2000000000
Displays the time and date when the Port Counters were last cleared to zero.

5.1.5.2 Framing Error: 0 - 2000000000

Displays the number of characters received from the serial port with a framing
error.
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5.1.5.3 Port Over Run: 0 - 2000000000
Displays the number of characters overrun on the serial port.

5.1.5.4 Rx Buffer Over Run: 0 - 2000000000

Displays the number of characters received from the serial port that resulted in a
buffer overrun.

5.1.5.5 Tx Buffer Over Run: 0 - 2000000000

Displays the number of characters transmitter to the serial port that resulted in a
buffer overrun.

5.1.5.6 Parity Error: 0 - 2000000000
Displays the number of characters received from the serial port with parity errors.

5.1.5.7 Rx Bytes: 0-2000000000
Displays the number of characters received “from the serial port”.

5.1.5.8 TxBytes: 0 - 2000000000
Displays the number of characters transmitter “to the serial port”.

5.1.5.9 Password Failures: 0 - 2000000000

Displays the number of times the port denied access due to an incorrect
password.

5.1.5.10 Successful Connections: 0 - 2000000000
Displays the number of times the port was successfully connected.

5.1.5.11 Idle Connection Timeouts: 0 - 2000000000

Displays the number of times the port was disconnected due to no activity
transmitted to the serial port (see "Max Idle Time" parameter).

5.1.5.12 Refresh
This button "refreshes" the Port Counters to the latest values.
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5.1.5.13 Clear

This button "clears" the Port Counters to zero and sets the "Last Cleared" date
field.

5.1.6 Connections

The "Connections window" displays a list of active connections to the COM port.
There are 5 columns displayed:

51.6.1 Index:1-10
Displays the index or reference number of the active connection(s).

5.1.6.2 Connection Time: 1 - 10
Displays the time and date when the connection was established.

5163 C:1-10

Displays the "Connection State" of the IP socket connection. A value 7 is the
normal connection state.

The complete lists of states are as follows:

0 — Closed
1 - Open
2 — Listening

3 - Connection pending

4 - Resolving Host

5 - Host resolved

6 — Connecting

7 — Connected

8 - Peer is closing the connection
9 - Error

5.1.6.4 IP Address: aaa.bbb.ccc.ddd
Displays the IP address of the active connection.
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5.2 Server Settings - Sub Menu

The RSC Server Configuration program has two Sub Menus; File and Help.

e File Menu: The File Menu there are five options; Trace Window, Minimize
to Tray, Settings, License Entry and Exit.

e Help Menu: The Help menu access the program Help files and
information about the software version and licensing status.

The following is an example of the pull down menu and detailed description of
the File menu options:

Iﬁ Help

[% Trace Window  Cerl4T
Minimize To Tray  Cerl+mM
Settings
License Enkry
Exik

Figure 2: File Menu selections
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5.2.1 RSC Trace

The RSC Trace Window is a system wide monitor and debug tool. This screen
can monitor and log serial port and IP activity. Check boxes are included to
enable monitoring of one or more serial ports. Data types to be included are
selected by checking the Serial Events, Socket Events and Serial Data options.
There are also options to add time stamps and log trace information to a log file.

The screen is used for diagnostic purposes and can be very useful for
troubleshooting issues on serial ports and telnet connections.

The following is an example of RSC Trace screen:

ECrE—— o

Trace Parts Log Settings Log Ta File

M [V Serial Events [+ Enabled ¥ Include Time Stamp
[] Com3 [+ SocketEvents File Fath and Mame

[] Comd j ¥ Serial Data IE:"-.F'ru:ugram FilezhASC ServertLog log

[] Com -

Clear I ¥ Include Time Stamp

9/29/2005 2:17.07 PM Serial In > <0D><0C> 05-03-29 1515926 Glenayre GL3000 :J
9/29/2005 31707 PM Seral In > Y0T Port CHOD: Operatar 2 signed off <00 <04

9/29/2005 317714 PM Senal [n > ** B.004 05-03-23 151932 1WDT Port CHOD: Operator 2 zigh
9/29/2005 31312 PM Socket Event -» Socket Connection E ztablizhed (Index 2]

9/29/2005 31312 P Socket Event -» Data Connection Established [lndex 2]

| : o

Figure 3: RSC Trace screen

Note: The Trace ports settings are not saved and thus disabled when RSC
Server starts.
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5.2.2 Minimize To Tray

The Minimize to Tray option simply drops the RSC Server Configuration Screen
to the Windows System Tray. While in the system tray, the program can be
“opened” to full screen access by double clicking on the RSC icon. If the user
right clicks on the RSC icon, the options include; Open (open to full screen
access), About (show RSC Version and License information) and Exit (terminate
the RSC Setup program).

Below is an example of the RSC icon in the windows system tray. In this example
RSC has 2 active IP connections:

F1 1024 am

Figure 4: RSC Icon in system tray

Note: Pressing the “X” at the top right corner of the System Configuration Screen
will also minimize the configuration screen to the tray. This allows the tray icon to
act as a system status monitor. To exit the program, select File then click Exit or

right click on the tray icon and select Exit.

i

Eile Help

Figure 5: Server Settings screen

5.2.3 Settings - System Config

The System Config Settings window is accessed from the File menu in the RSC
Server Configuration program. The window is divided into three major parts:

5.2.3.1 RSC Server Configuration Settings

Defines startup options for the RSC Server Configuration (RSCSeverConfig)
program. The “Load At Login” option is included to automatically load the
configuration program when the user signs into windows.

The second option specifies the Startup Style; Normal Window (full screen
window), Minimized Window or Minimize to System Tray.

Note: No changes occur until the Update button is activated.

5.2.3.2 RSC Server Settings — Base TCP Port

Sets the IP port offset for all telnet connections. Example: A setting of 5000 will
define the 1st COM port to be accessed from Telnet port 5001.
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5.2.3.3 RSC Server Settings — Service Control

The RSC Server Program automatically starts and runs as a windows service.
Select Start, Stop or Restart to start or stop the RSC Server program.

Note: Some RSC Server settings require the RSC service to stop and restart.
Use the Restart option to perform this function.

The following is an example System Config screen:

System Config T x|
—RSCSemverConfig Settings———— — RSCServer Settingz
v {Load At Logri Base TCF Port [5000

Startup Style————— Update |
i Moarmal window

i Minimized Window
i+ |n System Tray — Service Control

I Resztart bl I
|Ipdate |
|Ipdate |

Server changes may require the BSCService be re-started.

Figure 6: System Configuration screen
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5.2.4 License Entry

The License Entry Window is used to enter the software license information into
the program during software installation or upgrade time. The Licensee
information contains the user’s name or company information. The License Key
is used to validate the software license. The Signature key contains the serial
number of the RSC software.

The following is an example License Entry screen:

License Entry _ x|

Licensee
I =]
w,
4 F
Lizenze Fey
Signature Key

ID FOD 2241986821 2FBR1 8271 3CFB0ESCA3CFFE1B 44

|Update Cancel

Figure 7: License Entry screen

Warning: Entering invalid Licensee or License Key data on an operational
system will cause the system to stop operating.
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5.3 Help / About

The Help menu access the program Help files and information about the software
version and licensing status.

2 server Settings

File Help
=] % Help j‘
. Ahauk o

|_ Prome—remm T

| about X
RSC Server Config Yerzion 1.0.3
RSC Server Version 1.0.3

Releaze Date Mar 18, 2005

Licensed Version 16 Ports

Licensee: Easy Solutions Wireless Services
3220 San Simeon ‘Way

Plano, Texas 75023

Contact: Yaughan Bowden

Figure 8: Help / About screen
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Appendix A: RSC Installation Example

A.1 Start Installation Program

Start the RSC Server installation by clicking on the RSC installation program
RSC.EXE. Follow the install wizard prompts to complete the installation of the
program. Below is an example RSC Server Setup screen.

i RSC Server Setup ]

Installing RSC Server

Please wait while the Setup Wizard installs RSC Server, This
may take several minutes,

Skatus:

Skarting services

Figure A.1: RSC Server Setup Wizard screen

After the RSC installation is complete, the RSC Configuration screen is “grayed
out” until the software license information is added to the program:

Server Settings -0l x|

File Help
Port Mumber ij'

Figure A.2: Initial RSC Server Settings Screen (No license entered)
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A.2 License Entry

The License Entry window is used to enter the software license information into
the program during software installation or upgrade time.

Access the license screen by clicking "File" then "License Entry".

Server Settings
| File Help

Trace Window  CkeHT
Minimize Ta Tray  CrelHmM

Settings 1
System Tools g 3
Exit L

Figure A.3: RSC Server Configuration program, File Menu

x|
Licensee
1 _’l_l
Lizenze ey
Signature Key
DFOD 2241956321 2F2E 18271 3CFS0EGCA2CFFSI1E 44N
pdate Cancel

Figure A.4: RSC Server Configuration, License Entry window

e The "Licensee" field contains the user’'s name or company information.

e The "License Key" field is the user specific key which validates the
software license.

e The "Signature Key" field is populated by the program and contains the
unique serial number of the RSC software.
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Copy the Signature Key information from the License Entry window and Email
the Signature Key information to support@EasySolutions4You.com.

Hint: Use the mouse to highlight the "Signature Key" information, then use
Copy (Control C) and Paste (Control P) to transfer the Signature Key
information to your email program.

Easy Solutions will generate the corresponding Licensee and License Key to
activate the program. After receiving the license information, please cut and
paste the information into the appropriate fields exactly (being careful not to add
extra spaces or carriage returns). Then press Update.

After successfully entering the license information the program will display the
server setting menu (see RSC Manual, Server Setting for specific setup
information).

Example License Entry:

Licensee:
ABC Wireless Company - Plano, Texas

License Key:
CAE7830DEOBE30D8E3433BC79939D5653302E2D3XXXXXXXXXXXXXXXX

x|
Licenzes
ABC Wirelesz Compary - Plano, Texas ;I
‘ _>I_I
Licenze Key

CAEVE30DEOBEZ0D2E 3433BCY9939DEE53302E 203

Signature Key
|DFIZID 2241986821 2FBB18271 3CFB0ERCE3CFFRITE 44

pdate Cancel

Figure A.5: RSC Server Configuration, License Entry window with example data
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A.3 Enable COM Ports

Once a valid RSC Server license has been entered, the Server Settings screen
will display setup information for the first COM Port as shown below:

Server Settings 1Ol x|

File Help
Poart Mumber I[:Dnﬂ vI — Port Courters
Last Cleared |1,29/2008 11:22:35 4
Iﬁ Frarning Errar ID
alse %
Enabled Iﬁ Part Ower Run ID
Server ~
Part Type I—_, R Butter Over Run [
True =
Acoept Input T Buffer Ower Run ID
DTA Enabled [T | :
Parity Errar ID
RTS Enabled | T =
o Rx Bytes ID
Input Buffer Size T Bytes IU
i I‘IIZI24 "I
Output Buffer Size Pazsword Failures ID
Baud Fate IE‘EDE| jv .
Iﬁ Successful Connections ID
i n.8.1 i
Data Settings |dle Cannection Timeouts ID
Handshaking IN':'r'IE jv
Connect Pazzword ISBC'Bt Refresh | Clear

Lag File PathiMame I

i — Connections
Double Click Connection Belows To Disconnect.

LI Index Conhection Time C IP Address
Server Settings———— | | |-

M ax Connections m

Mag Idie Time [N Tmeawt =]

b ax Password Attempts m

Bad Password Lockout Time Im

|Jpdate |

— Part Settings

Port Dezcription

Figure A.6: RSC Server Settings, COM1 Configuration

The next step is to enable the COM port. Use the mouse to select the port setting
value "Enabled True", then click "Update" to save the setting.

Note: If any application is using the COM port, RSC will not be able to open and
gain control of the serial port.

The Port Setting "Enabled” status will remain at status "False" if RSC cannot
access the COM port.

Please remember to close any application that may be holding the serial port
before changing configurations and pressing the Update button on the Port
Settings.
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A.4 Complete Configuration Requirements

Once the COM port has gained a status of "Enabled True" the program is fully
operational will allow TCP access to the serial port.

The next step is to adjust any serial settings and enable all required COM ports.
Please see the Server Settings section of the RSC Server Manual for additional
detalils.

See Appendix B for an example telnet connection.

RSC Remote Serial Communication System Manual Rev1.4 Page: 24 of 34



Appendix B: Example Telnet Connections

B.1 Example RSC Computer Setup Information

Below is an example configuration for a RSC Computer:

System Properties e
System Restore I Automatic Updates I Remate
General Computer Name | Hardware I Advanced

, YWindows uzes the following information ko identify your computer
- o the nebaark,

Computer description; I

For example; "Kitchen Computer' ar "'k an's
Computer'’,

Full computer name: PC-GL3000.

Figure B.1: Windows System properties for RSC Computer

Ethernet Information:
Local LAN IP Address: 192.168.1.22

Local LAN IP Name: PC-GL3000
Internet IP Address: Dynamic Public IP Address
Internet IP Name: account_name.gotdns.com

Serial Port Information:

Port Settings: COM 1,9600 8N 1
Description: GL3000-ES, CNOO
RSC Access Port: 5001

Password XXXXXXXX
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B.2 Telnet Syntax

The syntax for connecting to COML1 on the RSC server is:
telnet <hostname> < port number>

Note: Most telnet clients use a “space” between the hostname and port number
but some use a “colon” (example: Telnet <hostname>:<port_number>).

B.3 DOS Telnet Connection Example

Most windows installations include a DOS telnet client. To access this
functionality, simple open a DOS windows and type the following commands:

Access from Local LAN Connections:
Telnet 192.168.1.225001 or telnet PC-GL3000 5001

Access from Internet Connections:
Telnet account_name.gotdns.com 5001 (Public Computer Name)
Telnet aaa.bbb.ccc.ddd 5001 (Public IP Address)

¢+ Command Prompt

Microzoft Windows HP [Uersion 5.1.26080]
(C» Gopyright 1985-2801 Microsoft Corp.

C:sDocuments and Settings“whi_

¢ Command Prompt

Microsoft Windows HP [Uersion 5.1.268801]
(C» Copyright 1985-28A1 Microsoft Corp.

C:“Documents and SettingsswhXtelnet localhost 5881 _

c+ Telnet localhost

Pazsword:

Figure B.2: Example DOS Telnet screens
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B.4 HyperTerminal Setup

Most windows installations include a HyperTerminal telnet client. To access this
functionality, simply start the HyperTerminal application and set the following

configuration options.

e Change the “Connect using” connection type to TCP/IP (Winsock).

e Change the host address to the RSC computer IP address.

Enter the local LAN address (192.168.1.22) for local connections or the public
IP Name (account_name.gotdns.com) or public IP address for remote

connections.

e Change the port number to match the destination device.

Example: Port 5001 for connecting to COML1.

e Change the terminal emulation as required.
Example: VT100 for GL3000.

GL-CNOO Properkies E

Connect To | Setfings |

% GL-CMOD

b

2l

Host addiess:  [192.168.1.22

Port number: 5007

Conrect using: | TCPAP (Winsock)

OK

|

Cancel |

Ca tTa Settings I

Function, amaw, and clil keys act as
@ Temndkeys ¢ Windowskeys ‘

Backspace key sands
& Cul+H  Del © Chl+H, Space. Cul+H ‘

Ermulation:

[¥T100 | Teminal Setup... |

Teletteming ID: ~ [WT100

Backscroll buffer lines; {500 =

[~ Play sound when connecting or disconneciing

Irpu Translatar. .. | 450l Setup... |

ok | Coel |

Figure B.3: Configuration screens for telnet session on the local LAN
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Ek—ENl]a Propetties 7| x|

Connect To | Settings I

& GLONOa

Hozt address: Iau:u:u:uunt_name.g-:utdns.u:u:um

Port number: IEEIEI'I

Connect using: ITI:F'#IF' [winzock) j

k. Cancel

Figure B.4: Configuration screen for telnet session through the Internet

Figure B.5: HyperTerm Desktop Icon
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Appendix C: Example Windows XP Firewall
Configuration
Firewalls can prevent users from accessing IP sockets on an RSC computer. The

following information shows how to access the programming screens for the
Windows XP firewall:

Figure C.1: HyperTerm Desktop Icon

Open the Network Connections screen by right clicking on My Network Places
icon on the desktop and select properties.

One can also access the Network Connections screen from the Start Menu;
Select Settings, then Network Connections.

Settings [} Caontrol Panel

'3,. Metwork Connections
Search [
cq‘d Printers and Faxes

| Help and Support a Taskbar and Start Menu

Run...

Log OFf Cwner, ..

" Procomm Flus Telnet ..

Figure C.2: Network Connections Screens
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On the left side under Network Tasks, click on Change Windows Firewall

settings to bring up the Windows Firewall window.

\@ \_/I [ﬁ /':__j Search i Folders v

\@, Metwork Connections

#+| LAN or High-Speed Internet

Local Area Connection
Createtg new Connected, Firewalled
conneckion
£ Set up a home or small
office netwark,

@ Change Windows
Firewall settings

Figure C.3: Network Connections screen

Click on the Exceptions tab, and then click on Add program.

2 Windows Firewall

m_ InteliR) PROf100 VE Mebwork ...
__ nkeliR ! ebwior

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the

to wiark, better but might increase your security rizk.

Programs and Services:

programs and zervices selected below. Adding exceptions allows some programs

Mame

MEFile and Printer Sharing
Remate Assistance
Remate Desktop

[ UPhP Framewark,
WML zerver for Wind2
W C Viewer Free Edition for Win32

B

| AddPogam.. | [ AddPot. ||  Edit. Delete

Dizplay a notification when Windows Firewall blocks a program

What are the nsks of allowing excephions?

[ ok l [ Caticel

Figure C.4: Windows Firewall, Exceptions screen
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= Windows Firewall X

General Exceptions |.-'1'-.|:|van|:eu:||

Windows Firewall iz blocking incoming nebwork, connections, except for the
programs and zervices zelected below. Adding exceptions allows some programs
to wiork, better but might increase your security rizk.

Programz and Services:
Add a Program A x|

T allow communications with a pragram by adding it ta the Esceptiong list,
zelect the program, or click Browse to search for one that iz not listed.

Programs:

m Frocarnm Plus ;I

21
Laak, jr: II@ RSC Server j & 5

r:ﬁ'unlnstall.exe

File name: IHS CServerexe j Open I
Files of type: I.-’-'-.ppliu:atiu:uns [*.ewe:” com;”.icd) j Cancel |
P

Figure C.5: Adding RSC Server to the Exceptions screen

Click on “Browse” navigate to the RSC Server install directory and select
RSCServer.exe (C:\Program Files\RSC Server\RSCServer.exe).

Hint: Make sure to select RSCServer.exe (not RSC ServerConfig.exe).
Click Open, then OK and OK to save the setting.

Windows will now automatically allow RSC Server to open all associated ports
(5001, 5002, etc).
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Appendix D: DB-25 and DB-9 Cables Connections

The following tables show typical cable pin outs for RS232 serial ports.

DB-9 to DB-25
PC to GL3000 Cable
PC (DTE) GL3000 (DCE)

PC RS232 GL RS232
DB-9 Signal DB-25 Signal

7 RTS (Out) 4 RTS

4 DTR (Out) 20 DTR

5 GND * 7 GND

3 TX (Out) * 2 TX

2 RX * 3 RX (Out)

1 CD 8 CD (Out)

6 DSR 6 DSR (Out)

8 CTS 5 CTS (Out)

Note: * DB-25 pins 2, 3 and 7 are the only required connections.

Figure D.1: DB-9 to DB-25, PC to GL3000 Cable

DB-9 to DB-25
PC to GL3000 Printer Logger Cable

Add these 5 connections to the existing pins
on the DB-25 connector attached to CNO1

PC (DTE) GL3000 (DCE)
PC RS232 GL RS232
DB-9 Signal DB-25  Signal
4 RTS
20 DTR
5 GND * 7 GND
2 X
2 RX * 3 RX (Out)
1 CD 8 CD (Out)
6 DSR 6 DSR (Out)
8 CTS 5 CTS (Out)

Note: * DB-25 pins 3 and 7 are the only required connections.

Figure D.2: DB-9 to DB-25, PC to GL3000 Printer Logger Cable
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Appendix E: FAQ Frequently Asked Questions

How can | disable RSC and use another application to communicate
directly with the serial port.

Select the associated COM port in the RSC Configuration program. Change the
parameter “Enabled” to False. Press the “Update” button.

RSC cannot communicate with the COM Port
Similar issues: Serial port will not open

RSC must have exclusive control over the serial port to function properly. When
the RSC Server program starts it attempts to open all “Enabled” COM ports. Any
port that cannot open properly is reported to the event log and displayed with the
status Enabled: False.

Various issues can cause this problem. Some examples include:
e Another application may be using the associated COM port.
e The COM port may have a hardware problem.
e The COM port may be disabled in the windows control panel.

To trouble shoot this problem, disable RSC form this COM port and use
windows’ HyperTerminal to further investigate the detalils.

See FAQ: How can | disable RSC and use another application to communicate
directly with the serial port.

RSC Server Configuration screen disappears to the system tray when
starting windows.

Similar issues: RSC Server Configuration screen is minimized to the task bar
when starting windows.

This is an optional setting that is defined in the System Config screen. To view or
change this option; access the RSC Server Config screen, clock on File, then
click on Settings. See Startup Style settings.
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RSC port configurations change when adding new COM ports:

RSC inventories and indexes the port numbers from the first COM port reported
by windows. This is performed at boot time and when the RSC Server is
restarted.

RSC will control the first x amount of serial ports reported by windows (where x is
the number of ports licensed by the RSC software). For simplicity it is
recommended that the administrator configure the ports to be used by RSC to
start at COML1.

Example 1: Windows reports COM ports 1, 2, 3 and 4. A four port RSC license
will default to a telnet configuration of port 5001 for COM1 (COM2 = 5002, COM3
= 5003 and COM4 = 5004).

Example 2: Windows reports COM ports 1, 4, 5, 6 and 7. A four port RSC license
will default to a telnet configuration of port 5001 for COM1 (COM4 = 5004, COM5
= 5005 and COM6 = 5006)

Note: COMY7 is not available to RSC in this example as the software is configured
for a 4 port license.
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